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Chapter 1: Introduction
1.1 Background of the Study
The rapid proliferation of digital data has revolutionized how individuals and organizations store, access, and share information. Traditional local storage devices (such as hard drives and flash drives) are constrained by physical limitations, susceptibility to hardware failure, and lack of remote accessibility. Cloud computing addresses these limitations by offering scalable, on-demand network storage and computing resources. A cloud-based file storage and sharing system allows users to securely upload, manage, and collaborate on files from anywhere via an internet connection.
1.2 Statement of the Problem
Despite the availability of popular commercial cloud storage solutions (e.g., Google Drive, Dropbox), many organizations and individuals face challenges such as:
· High subscription costs for expanded storage tiers.
· Privacy and data sovereignty concerns regarding third-party corporate data ownership.
· Lack of customized permission controls tailored to specific workflow environments.
1.3 Aim and Objectives
· Aim: To design and implement a secure, scalable, and user-friendly cloud-based file storage and sharing platform.
· Objectives:
· To analyze user requirements for file uploading, downloading, and sharing.
· To design a robust system architecture and database schema for data management.
· To implement secure user authentication and role-based access control (RBAC).
· To test the system for performance, reliability, and security compliance.
1.4 Significance of the Study
This project provides a cost-effective, private, and customizable infrastructure for managing digital assets. It serves as a practical model for organizations seeking internal cloud solutions or developers looking to understand cloud architecture principles.
1.5 Scope and Limitations
· Scope: Covers user registration, secure login, file upload/download, folder organization, link-based file sharing, and permission management.
· Limitations: Dependent on continuous internet connectivity and constrained by the server hosting bandwidth and storage capacity.
Chapter 2: Literature Review
2.1 Conceptual Framework
· Cloud Computing Models: Overview of Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). This project operates primarily as an SaaS/PaaS hybrid model.
· Storage Protocols: Utilization of RESTful APIs and object storage principles for handling binary large objects (BLOBs).
2.2 Review of Existing Systems
· Google Drive: Highly collaborative but raises privacy concerns regarding data scanning and centralized corporate control.
· Dropbox: Excellent file synchronization features, but expensive for heavy enterprise storage demands.
· Self-Hosted Solutions (e.g., Nextcloud): Highly secure and private, but can be complex to deploy and maintain for non-technical users.
2.3 Technological Stack
· Frontend: React.js for building a responsive, dynamic user interface.
· Backend: Node.js with Express.js to handle business logic and API routing.
· Database & Storage: MongoDB for metadata management (user profiles, file paths, permissions) and AWS S3 (or local cloud bucket storage) for actual file binary storage.
Chapter 3: System Analysis and Design
3.1 Requirement Analysis
· Functional Requirements:
· Users must be able to sign up, log in, and manage their profile.
· Users can upload, rename, move, and delete files and folders.
· Users can generate shareable links with optional expiration dates or password protection.
· Non-Functional Requirements:
· Security: Password hashing (bcrypt) and JWT (JSON Web Tokens) for session management.
· Performance: Fast file chunking and asynchronous uploads to prevent server timeout.
3.2 System Architecture
The system follows a Three-Tier Architecture:
1. Presentation Tier: React SPA (Single Page Application) interacting with the user.
2. Application Tier: Node.js/Express REST API processing authentication, permissions, and file routing logic.
3. Data Tier: MongoDB database for metadata and Cloud Object Storage for raw files.
3.3 Database Schema Design
· User Collection: _id, username, email, passwordHash, createdAt
· File/Folder Collection: _id, filename, originalName, size, mimetype, path, ownerId, isShared, createdAt
· Share Collection: _id, fileId, sharedWithEmail, permissions (read/write), expiresAt
Chapter 4: Implementation and Testing
4.1 Development Environment
· Tools: Visual Studio Code, Git/GitHub for version control, Postman for API testing.
· Libraries: multer for handling multipart/form-data (file uploads), jsonwebtoken for auth, mongoose for database modeling.
4.2 Key Code Modules
· File Upload Middleware (Node.js/Multer):
JavaScript
const multer = require('multer');
const storage = multer.diskStorage({
  destination: (req, file, cb) => cb(null, './uploads/'),
  filename: (req, file, cb) => cb(null, Date.now() + '-' + file.originalname)
});
const upload = multer({ storage: storage });
4.3 System Testing and Evaluation
· Unit Testing: Verified individual modules like user registration validation and token generation using Jest.
· Integration Testing: Tested the end-to-end flow from frontend file selection to backend API processing and storage persistence.
· Security Testing: Ensured unauthorized users cannot access files via direct URL manipulation without valid JWT headers or active share tokens.
Chapter 5: Summary, Conclusion, and Recommendations
5.1 Summary of Achievements
The project successfully delivered a fully functional cloud-based file storage and sharing platform. Users can seamlessly authenticate, organize files into directories, upload/download documents of varying formats, and share assets securely with peers.
5.2 Conclusion
Cloud storage provides a reliable alternative to physical storage constraints. By implementing a modern web stack (React, Node.js, and cloud storage principles), this project demonstrates how secure, scalable, and user-centric file management solutions can be built efficiently.
5.3 Recommendations for Future Work
· Integrate end-to-end client-side encryption so that even server administrators cannot view stored files.
· Implement real-time file collaboration and version history tracking.
· Introduce multi-factor authentication (MFA) for enhanced account security.

